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CYBERSECURITY STATEHOUSE 


How a Rutgers student Watchdog 
calls for 


went from video game ax to fall 
to online warfare on ex-gov. 


Group says Christie should 
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Susan K. Livio For The Star-Ledger 


Gov. Chris Christie should remove Don- 
ald DiFrancesco as chairman of the board 
at the state-owned University Hospital, the 
head of an influential watchdog group says. 

Linda Schwimmer, president of the New 
Jersey Health Care Quality Institute, said 
she is “angry” that DiFrancesco, a former 
governor, recommended a friend for a job 
in the hospital’s legal department and then 
approved her six-figure salary. 

The hiring of Jill Cooperman and subse- 
quent actions by the hospital’s board after 
it was deemed a “low-show” job cost more 
than $500,000. 

NJ Advance Media on Monday 
reported that Cooperman was hired as a 
$94,000-a-year staff attorney in the gen- 
eral counsel’s office, but DiFrancesco 
quickly repurposed her job as his assistant 
SEE HOSPITAL, A13 
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Paras Jha, left, of Fanwood, with attorney Robert Stahl, leaving federal court in Trenton on Wednesday. Authorities say Jha is connected SAN JUAN, PUERTO RICO 
with a cyberattack that infected hundreds of thousands of devices connected to the internet in October 2016 Jeff Granit, for The Star-Ledger 

Murphy’s pose 


with ‘Beachgate’ 
pic makes waves 


Prosecutors say Fanwood man 
conspired to paralyze internet 


Ted Sherman For The Star-Ledger 
Matt Arco and Brent Johnson 
There are no rules or goals in Minecraft. For The Star-Ledger 

“The game is brilliant in a lot of ways,” observed Brian Krebs, a former 
Washington Post reporter and well-known cybersecurity blogger at Kreb- 


sonSecurity.com, talking about the incredibly popular Lego-like video 


Gov.-elect Phil Murphy had a light- 
hearted explanation for why he posed for 


game where players make things out of virtual blocks. “You can build any- photos Thursday night next to a cardboard 
thing and destroy anything. You just make up things as you go along.” What is Minecraft? cutout of the now-iconic image of Gov. 
Paras Jha, a former Rutgers University computer science major, was Minecraft is a popular Lego-like video game where players Chris Christie lounging on the beach this 
apparently a Minecraft devotee, playing the game with others in an online make things out of virtual blocks. summer. 
world where everyone knows each other by their screen names. “It was right in front of me!” Murphy 
That was before the 21-year-old from Fanwood wrote the computer code Before the cyberattacks said, throwing up his arms, when asked 
that was later used by others in one of the biggest internet attacks of the Paras Jha, a Rutgers University computer science major, by NJ Advance Media about the pictures 
decade. created a business offering his services to companies during a diplomatic trip to hurricane-rav- 
The unsealing of federal charges Wednesday against Jha and two hosting Minecraft servers to protect against attacks. aged Puerto Rico on Friday. 
other young men in connection with a series of earlier cyberattacks was “I was standing near the cutout,” he 
described by prosecutors in terms most familiar to a computer security After the cyberattacks added with a laugh. “I couldn’t resist.” 
expert. The trio, according to the feds, created and operated two “botnets” Jha, Josiah White, 20, of Washington, Pennsylvania, and But not everyone was amused. Some 
which targeted “Internet of Things” (IoT) devices, launching a powerful, Dalton Norman, 21, of Metairie, Louisiana, earlier this month critics said it was a move you might have 
distributed denial-of-service, or DDoS attack, that crippled web hosting pleaded guilty to creating and operating a network of expected from Murphy when he was on 
companies across the country. compromised computers known as “botnets” that were the campaign trail a few months ago — not 
But essentially what they were doing, according to authorities, was run- used in a number of attacks. Jha last week pleaded guilty weeks before the Democrat is set to succeed 
ning a sophisticated high-tech protection racket. to a series of separate attacks that took out the Rutgers the Republican governor on Jan. 16. 
Federal prosecutors have not provided much detail into what motivated University computer network. One longtime Republican strategist 
SEE JHA, A11 SEE PHOTO, A9 
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HOMEHELPER MORTGAGE 
20 Year Fixed 30 Year Fixed COUNTY & HOUSEHOLD INCOME LIMITATIONS: 


o Ce) Bergen/Passaic/Hudson/Middlesex: $58,960 

% % 

A (0) z O Essex/Sussex/Morris/Hunterdon/Union/Somerset: $79,840 
RATE* RATE* 


memeri, ES Mercer: $76,320 


3.022 % 3. 01 2 % NO APPLICATION FEE * 10% DOWN WITH NO PMI 


$5.54 per $1,000 borrowed $4.21 per $1,000 borrowed REFINANCING AVAILABLE 


D Headquarters: 611 River Drive, Elmwood Park, NJ 07407 
SPENCER SAVINGS BANK SA 21 Branches throughout New Jersey - 1-800-363-8115 - spencersavings.com 


APR=Annual Percentage Rate. Above rates, APRs and terms apply lo NJ 1-family and 2-family, owner-occupied contract sales and refinances in amounts up to $417,000 Memes 
on properties in the counties listed above. (Please contact us for rate information on 2-family loans up to $533,850.) Private Mortgage Insurance is available for down FDIC 
Payments less than 10%. Rates are subject to change without notice. The APR may vary. Payments shown do not include applicable taxes and insurance. Actual payment {=} 
obligation will be greater. Property Insurance required. Flood Insurance may be required. Fees: Attorney Review Fee is $325. All loans are subject to credit approval. -i 
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